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Abstract 
 
Data confidentiality has emerged as the prime concern in securing applications across the web. The hackers look for 
loopholes in the data integrity so that it could be broken and the confidential data could be stolen. Thus, the most preferred 
way to prevent web applications from revealing the data confidentiality is by scanning and eliminating those loopholes or 
so-called vulnerabilities. Adopting safe and secure development strategies also help in reducing the security vulnerabilities 
and they can further be fool proofed by engaging various security measures like intrusion detection systems, firewalls or the 
like. It started with manual code review, which was considered the best possible method to look for security vulnerabilities in 
the web applications. The advent of automated SAST and DAST tools brought about a revolution which could help perform 
security testing without requiring an expert drilling down the code and that too within quite a short span of time. Software 
security testing, like any other testing methodology, can be broadly split into two categories - Black-Box Testing and White-
Box Testing. In this paper I work on the various attack patterns which may be used to elicit the best results out of any 
penetration test. 
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1. Introduction 
 

There are various approaches to scan web applications for security vulnerabilities, one of the most 
common ones being static analysis of the source code. As the name suggests, the assumption here is, 
the source code is available for thorough scrutiny. The logic applied in this process is that if the user 
input received by the application is able to affect the syntactic structure of the sensitive operation 
arguments then the application would be vulnerable to injection attacks [1]. However, this static 
analysis procedure is also not free from drawbacks, the major one being a high rate of false positives 
arising due to analysis imprecisions. 
 
Another prominent approach available for testing security vulnerabilities is that of analysing the web 
application from an end user standpoint. The basic premise of this approach is that the source code is 
not available and hence the scanning is performed by forcing all sorts of malicious inputs like cross 
site scripting and others to exploit the vulnerabilities, if any. The analysis of the application errors 
indicates possible vulnerabilities; however, the drawback of this approach is that it does not guarantee 
accuracy or completeness of the testing results. 
 
Penetration testing is the most common technique adopted in this approach. Penetration testing 
simulates the attacking techniques used by a hacker [2]. These attacks are aimed at stealing or 
manipulating data. 
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Classification of Penetration Testing: 

 
Figure 1.Classification of Penetration Testing 

 
Penetration Testing follows the given sequence of steps: 
 

 Conducting and initial reconnaissance on the target system 
 Scan and consolidate information about the available services and protocols 
 Detecting and gaining access to the applications running on the target system 
 Applying known methods to exploit the system 
 Exploring options of penetrating into the system 

 

 
Figure 2: Stages in Penetration Testing 
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2. Related works 
 

In [4] A methodology for automated penetration testing of cloud applications, the authors present a 
methodology that enables the automation of penetration testing techniques based on both application-
level models, used to represent the application architecture and its security properties in terms of 
applicable threats, vulnerabilities and weaknesses, and on system-level models, adopted to 
automatically generate and execute the penetration testing activities. 
 
In [5] A systematic literature review and meta-analysis on artificial intelligence in penetration testing 
and vulnerability assessment, the authors focus on empirical papers, and based on the findings, and 
identify a number of potential research challenges and opportunities, such as scalability and the need 
for real-time identification of exploitable vulnerabilities. 
 
In [6] Systematic Literature Review on Penetration Testing for Mobile Cloud Computing 
Applications, the authors pursue two objectives, namely, provide a comprehensive systematic 
literature review of Mobile Cloud Computing, security and penetration testing domains and to 
establish the requirements for penetration testing of Mobile Cloud Computing applications. 
 
In [7] Web Services Attacks and Security- A Systematic Literature Review, the authors presented a 
systematic review on the studies of web service security. 
 
In [8] Threat modelling – A systematic literature review, the authors conclude that, most threat 
modelling work remains to be done manually, and there is limited assurance of their validations. 
 
In [9] Safety and Security Co-Analyses: A Systematic Literature Review, the authors focused on the 
early system development stages for combined safety and security approaches that consider the 
mutual influence of safety and security. 
 
In [10] Autonomous Security Analysis and Penetration Testing, the authors propose  an  autonomous 
security   analysis   and   penetration   testing   framework   (ASAP)that   creates   a   map   of   
security   threats   and   possible   attack paths   in   the   network   using   attack   graphs.  
 
In [11] Constructing a Benchmark Dataset for Advanced Persistent Threats, the authors   benchmark 
DAPT  2020 dataset on semi-supervised models and show that they perform poorly trying to detect 
attack traffic in the various stages of an Advanced Persistent Threats.  
 
In [12] NIG-AP: a new method for automated penetration testing, the authors work on an algorithm 
that formalizes penetration testing as a Markov decision process and uses network information to 
obtain the reward, which guides an agent to choose the best response actions to discover hidden attack 
paths from the intruder’s perspective.  
 
In [13] Comprehensive study of software testing: Categories, levels, techniques, and types, the author   
presents a comprehensive study of software testing methods.  An explanation of Testing Categories is 
presented first, followed by Testing Levels then Testing Techniques.  
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3. Penetration Testing and Its Benefits 
 
From the Business Standpoint 
 
Millions of dollars are spent to enforce security mechanism in any application. These mechanisms 
safeguard the organizations against failures, help manage keep up the ethical reputation, maintain the 
trust of the customers and shareholders and keeping the corporate image high. Even a remote 
possibility of compromising the client data can be severely damaging. Dent to the reputation and 
customer confidence can throw an organization out of business [14]. Penetration testing inculcates the 
required awareness regarding information security at every level of the organization. Penetration 
testing is a proactive measure to identify the security loopholes so that they may be plugged to prevent 
security breaches. 
 
From the Operational Standpoint 
 
Penetration testing helps in measuring the impact and the possibility of the vulnerabilities. This 
enables the organization to prioritize and execute remedial measures for the reported vulnerabilities 
[15]. This helps in moulding the information security structure to fine tune it against identified risks 
and eliminate any cascading effects of security risks. Security testing is a very time-consuming 
process and involves thorough knowledge and efforts to handle the complex testing landscape. 
Penetration testing thus helps the organizations improve and test patches to proactively remove risks. 
 
Types of penetration testing: 
 

 
Figure 3: Types of Penetration Testing 
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Network Penetration Testing: 
 
Network Penetration Testing: In this testing, the physical landscape of the system is put to test to 
identify the vulnerability and risks. In this, a tester explores thenetwork environment for security 
loopholes in design, implementation, or operation of the network. Devices like computers, routers, 
modems and other remote installations are included in the testing scenario.  
 

 
Figure 4: Network Penetration Testing 

 
Wireless Penetration Testing: 
 
Now a days, all the companies host browser-based applications. The security integrity of these 
applications is the target area in Wireless penetration testing [16]. The attack domain could be 
anything ranging from the application or the web services to the web user interfaces. The attacking 
mechanism simulates the steps adopted by the hackers to drill a hole into the security infrastructure to 
gain access to the organizations' internal systems.  
 
Social Engineering Penetration Testing: 
 
In social engineering type of penetration testing, the focus is on people and processes rather than the 
hardware or the technology associated with any network infrastructure. The testing methods include 
attacks like phishing, vishing, smishing, impersonation, USB drops, dumpster diving, tailgating and 
the like. 
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Figure 5: Social Engineering Penetration Testing 

 
4. Attack Patterns 

 
The security experts and the developers come from different worlds with regard to their thoughts. 
Security professionalsfocus on the security of thesystem [17], while developers want to build a 
working system, unfortunately the non-functional goal of security comes quite at the bottom of a 
developer’s priority list. There is always a tussle going on between the developers and the security 
folks where the security folks complain of the developers ignoring the security aspect of the 
application whereas the developers debate that they need to take care of numerous aspects and not just 
the security. This is where the attack patterns build the bridge. An attack pattern is the general 
knowledgebase required to execute a specific attack so as to exploit particular types of security 
weaknesses [18][19]. These are the approaches adopted by hackers to exploit the application. They   
are   tuned   to   be   used   and comprehended by the developers who may miss the securityfine print. 
While the primary focus area is security, however, the attack patterns also aim to bring to forth the 
strengths and weaknesses of various approaches to enable the   developers   factor the gathered 
information to make intelligent and well-informed decisions between security and other goals. Attack 
patterns provide the required foundation in the form of worked solutions and guidance to implement 
the security parameters in any application. 
 
The attack patterns approach has pervaded the entire software engineering domain.For example, may 
it be the Java APIs or the Microsoft Foundation Classes, all use the patterns itemized in Design 
Patterns.  Attack patterns twist the problem-solution paradigm of design patterns in a destructive 
rather than constructive context [20].  Attack   pattern   is   a   generic   representation   of   a 
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deliberate, malicious attack that may occur in specific scenarios with an aim to educate the 
developers’ community on how software can be exploited in reality and how they may be avoided.  
Businesses and governments have always preferred to hide the attack information for they may dent 
the organizations’ reputation or the client confidence in them, or even worse, the attackers may try 
similar attacks again on the same organization or on another organization [21]. Thus, a substantial 
amount of attack information is off the books but still increased public interest and awareness has 
helped in documenting numerous of them in books, blogs, newgroups or the internet. The security 
engineers can now use this data in a more streamlined way to strengthen information system security 
and its endurance.  
 
Attack patterns are mainly of structural types. Following are some of the examples of structural attack 
patterns: 
 

Pattern Name Brief Description 
Account Lockout Passwords are the key to authenticate any remote user. This makes password 

guessing a hot area to crack weak or poor passwords. Account lockout, 
although, are an efficient way to prevent automated password guessing but 
sometimes, this technique locks out the genuine user also. 

Authenticated 
Session 

This technique allows the user avoid reauthentication on every page request, 
thereby allowing the user access multiple pages with a single authentication. 
This pattern incorporates user authentication into the basic session model. 

Client Data Storage In the current scenario, it is somewhat necessary to store data on the client 
machines using the cookies, hidden fields or URL parameters. However, this 
always leaves a room of suspicion as the data is at the clients’ disposal. 
Encryption techniques used in storing the data can safeguard against data 
tamper. 

 
Documenting the patterns is necessary to describe how a type of attack is executed. The abstraction 
mechanism is to be depicted to describe the relationship among certain patterns based on the nature 
and its applicability. The subject matter of the attack pattern, the pattern type and the audience to use, 
form the blueprint of any exploit. A pattern repository or database is required to maintain the 
information regarding attack patterns. The pattern repository should contain the following information 
about an attack pattern so that it can be objectively used without an iota of doubt. A lucid and 
comprehensible attack pattern repository is one which enunciates each pattern in understandable form 
for the developers, readers and entire security fraternity [24]. An attack pattern in a pattern repository 
should ideally include the below information: 
 
Name of the Pattern: The pattern identifier 
Prerequisites: The pre-required conditions and the characteristics of the target software 
Description: Attack description mentioning the actions to be taken 
Related Vulnerabilities: The specific vulnerabilities which the attack leverages 
Attack Procedure: The attack vector used, like data injection etc 
Consequence: The end objective which is to be achieved 
Mitigations: Actions which could mitigate the attack 
Relevant Context: The technical aspect in which this attack pattern is pertinent 
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Although not mandatory it is always nice to have additional information about the attack pattern as 
follows: 
 
Examples: Demonstrative exploits instances to help understand the nature, context and variability of 
the attack in practical terms. 
 
Related Attack Pattern: Which other attack patterns affect or are affected by the attack pattern under 
consideration. 
 
Related Design Patterns: All the design patterns which are susceptible to these attack patterns or any 
design pattern which is fool proof against the attack pattern under consideration. 
 
Related Security Patterns: Any security pattern that may provide the required resistance to this kind of 
attack. 
 
Probing Technique: Techniques used to scout a potential target to identify the security loophole. 
 
Indicators: Activities, events or conditions that may indicate the imminence or occurrence of this kind 
of attack. 
 
Disguising Methodology: Any technique that may be used to obfuscate this kind of attack. 
 
Finally, it is an important step that how these patterns are constructed to avoid and discover the 
security threats. The security requirements are to be framed with attack patterns along with the 
application development process [25]. Here the requirement is initially defined in terms of system 
engineering and then combined with security requirement which finally refers the pattern repository 
for a specific pattern.  The definition phase is about understanding the requirements    followed    by    
pattern    relevance    to    the requirement.  The requirement is defined in terms of various patterns 
that are applicable.  Then each of the patterns is defined in terms of requirement that is associated. 
The output of the definition phase is set of all requirement-attack pattern pairs that are identified. The 
design phase is about designing the patterns along with the requirement.  The patterns are designed   
with   various   solutions   for   each   of   the   attack problem.  It is inevitable that attack patterns are 
destructive rather   than   constructive   in   nature [26].      From   the   pattern repository     various     
solutions     are     compared     to     the corresponding   pattern   problem   and   the right   problem-
solution pair is designed. The outcome of the design phase is evaluating   all   the   problem-solution   
pair   for   respective pattern associated to the requirements.  
 
5. Conclusion 

 
The penetration security engineering is an open field with much more work to be done for the 
industry.  Much of the work done in attack pattern is all about how security requirements are treated 
along with the    system    requirements.    The    security    community    is expecting more form the 
researchers and academicians in this direction.  The proposed paradigm discussed in this paper is all 
about and how these attack patterns are integrated with the security requirements.To  
make this paradigm as standard in the industry one must need supporting tools and techniques and 
also more support towards terminology the security community.  In future, I would like to extend my 
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work use various penetration testing tools available, to analyse various repositories how well the 
penetration testing tools map with the attack patterns. 
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